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Objectives

● Describe how HIPAA applies to LUHS and 
you

● List some State privacy laws that are 
stricter than HIPAA

● Learn about Human Subject Research 
Protections

● Understand the definition of sexual 
harassment
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HIPAA Prep Work

● Competency Assessment Review

● Questions about prep work?
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HIPAA in the 21st Century

● Nurse unhappy about work at the hospital the 
night before writes on her Facebook page:

– “What a night!

– Thanks to the transporter who didn’t bother to tell me when he 
brought one of my patients back from Radiology.

– Who knows how long the patient was there unattended!

– Patient died later.

– TBC”
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HIPAA Basics

● Physicians are permitted to communicate with 
other physicians regarding a patient’s care, 
treatment, payment and health care operations

● Clinicians who are not involved in the care of a 
patient are prohibited from viewing the patient’s 
medical record

● Protected Health Information (“PHI”) should not 
be disclosed when chatting on social media
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HIPAA Basics (cont)

● Accessing a family member, friend or co-
workers electronic medical record is not 
permitted

● Transmitting PHI electronically must be 
accomplished securely

● Patients have rights and must be notified 
of certain privacy breaches
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HIPAA Dont’s

● Blog interesting cases

● Look back-post service

● Fax PHI without double-checking the 
number

● Upload or text pictures of patients

● Email PHI outside of Groupwise

HIPAA Dont’s

● Share your passwords

● Leave Epic print-outs in odd places

● Store PHI on an  unencrypted laptop, 
thumb drive or other peripheral

● Talk to a patient’s family member or 
friends without the patient’s permission 
(some exceptions apply)

Federal Pre‐emption

● Generally federal law “trumps” or “pre-
empts” State law

● HIPAA pre-empts State law unless the 
State law:

– Provides greater privacy protections to a patient’s 
information; OR

– Affords great access to information rights to a patient 
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Behavioral Health

● Nursing student recognized a woman at a 
grocery store who resembled a recent 
inpatient’s grandmother

● She approached the woman and 
confirmed her suspicions

● The student proceeded to ask about the 
patient and disclosed student’s 
assessment of the patient’s psychiatric 
assessment

IL Mental Health and Developmental 
Disabilities Confidentiality Act

● In most cases, a patient must provide written consent 
prior to disclosure of records

● Blanket consent to a disclosure of unspecified 
information is not valid

● In many cases, without consent, a court order is 
necessary prior to disclosure

● Disclosures amongst treatment team OK (includes 
students participating in the patient’s care)

● Special rules for therapist’s “personal notes”

IL Mental Health and Developmental 
Disabilities Confidentiality Act (cont)

● Parents of 6-12 y/o’s entitled to some information, 
children 12 and over primarily control access to their 
mental health records

● Certain disclosures are permitted without consent 
(abuse/neglect reporting)

● List of permitted disclosures without consent does not 
include a health care provider (except in an emergency 
and if certain criteria are met)

● Re-disclosure prohibited unless permitted by Statute

● Research requires consent
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HIV Status

● Resident stepped into patient’s room and 
patient’s fiancée was present

● He asked patient if it was OK to discuss 
patient’s care in front of patient’s fiancée

● Resident discussed patient’s HIV status 
and suggested treatment plan

● Patient became upset

IL Aids Confidentiality Act

● Disclosure typically requires patient’s written authorization

● Disclosure without consent is permitted: 

– for treatment purposes to a healthcare facility if the facility has a need 
to know the information

– to health care personnel and law enforcement who have come into 
contact with infected bodily fluids 

– to researchers with an approved protocol if the identity of the test 
subject is not known and may not be retrieved by the researcher

– for organ donation purposes

● Re-disclosure prohibited unless disclosure is permitted in 
Statute

IL Aids Confidentiality Act (cont)

● Physicians may disclose to a patient’s spouse or 
parent (in the case of a minor patient) a patient’s 
positive test result if:

– provided that the physician has first sought unsuccessfully to 
persuade the patient to notify the spouse or that, a reasonable 
time after the patient has agreed to make the notification, the 
physician has reason to believe that the patient has not 
provided the notification

– No civil liability or criminal sanction can be imposed for any 
disclosure or non-disclosure in good faith

– No duty or obligation is imposed
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Substance Abuse

● Attending approached medical student and 
instructed the student to go into a patient’s 
electronic medical record while the Attending 
peered over the student’s shoulder

● Medical student was part of the patient’s 
treatment team

● Patient has a substance abuse problem

● Patient was Attending’s colleague not involved 
in the patient’s care

IL Alcoholism and Other Drug Abuse and 
Dependency Act

● State law adopts federal “Confidentiality of 
Alcohol and Drug Abuse Patient Records” law

● Disclosure typically requires written consent

● Court order required in many other instances

● No consent to disclose if abuse reporting is 
required

● Disclosures subject to re-disclosure prohibition 
& discloser must provide notice to recipient of 
records

IL Alcoholism and Other Drug Abuse and 
Dependency Act (cont)

● Disclosures permitted without consent

– medical personnel who have a need for information 
about a patient for the purpose of treating a condition 
which poses an immediate threat to the health of any 
individual and which requires immediate medical 
intervention

– certain auditing purposes are permitted

– for research purposes within approved protocols and 
subject to security and other requirements
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Genetic Testing Results

● Genetic Counselor reviews a patient’s test results that 
indicate a susceptibility to Huntington’s disease

● She comments on the results to a nurse at the clinic’s 
nurses’ station while the patient is being examined by 
the physician

● The patient’s sister is sitting across from the nurses’ 
station and overhears the conversation

● The sister tells the patient’s husband and so on and so 
on

IL Genetic Information Privacy Act

● "Genetic testing" and "genetic test" mean a test or analysis of human 
genes, gene products, DNA, RNA, chromosomes, proteins, or metabolites 
that detect genotypes, mutations, chromosomal changes, abnormalities, or 
deficiencies, including carrier status, that (i) are linked to physical or mental 
disorders or impairments, (ii) indicate a susceptibility to illness, disease, 
impairment, or other disorders, whether physical or mental, or (iii) 
demonstrate genetic or chromosomal damage due to environmental 
factors. Genetic testing and genetic tests do not include routine physical 
measurements; chemical, blood and urine analyses that are widely 
accepted and in use in clinical practice; tests for use of drugs; tests for the 
presence of the human immunodeficiency virus; analyses of proteins or 
metabolites that do not detect genotypes, mutations, chromosomal 
changes, abnormalities, or deficiencies; or analyses of proteins or 
metabolites that are directly related to a manifested disease, disorder, or 
pathological condition that could reasonably be detected by a health care 
professional with appropriate training and expertise in the field of medicine 
involved.

IL Genetic Information Privacy Act (cont)

● Disclosure typically requires patient’s written 
authorization

● Disclosure without consent is permitted: 

– for treatment purposes to a healthcare facility if the facility has a 
need to know the information

– for organ donation purposes

● Research requires consent

● Re-disclosure prohibited unless disclosure is permitted 
in Statute
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IL Genetic Information Privacy Act (cont)

● Physicians may disclose to a patient’s spouse or 
parent (in the case of a minor patient) a patient’s 
genetic testing information if:

– the physician has first sought unsuccessfully to persuade the 
patient to notify the spouse or that, a reasonable time after the 
patient has agreed to make the notification, the physician has 
reason to believe that the patient has not provided the 
notification

– No civil liability or criminal sanction can be imposed for any 
disclosure or non-disclosure in good faith

– No duty or obligation is imposed

Human Subject Research Abridged Basics

● Regulatory framework requires

– Appropriate oversight AND

– Generally informed Consent

● An Institutional Review Board provides the 
oversight

– Exempt Status

– Expedited Review Status

– Full Review

Informed Consent for Research

● What is informed consent in the research 
context?

– A person’s voluntary agreement, based upon 
adequate knowledge and understanding of relevant 
information, to participate in research or to undergo a 
diagnostic, therapeutic or preventive procedure.

● Is consent really important?
– http://www.nytimes.com/2010/04/22/us/22dna.html?_r=2&page

wanted=2&
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In the beginning…

● In Ancient Egypt, a first century physician 
named Celsius once said, 

– “It is not cruel to inflict on a few criminals sufferings 
which may benefit multitudes of innocent people 
through all centuries.”

http://www.drugstudy.md/resource6.html

Learning from Mistakes

● “The Jungle”

– 1906 Pure Food & Drug Act said certain drugs had to be “pure.”

● Massengil Drug Company sulfanilamide antibiotic tragedy 

– 1938 Food, Drug and Cosmetic Act was passed and for the first 
time, prescription drugs needed to be proven “safe.”

● Thalidomide tragedy 

– 1963, the Kefauver-Harris Amendments were added now 
requiring drugs be proven “effacious” besides pure and safe.

● Gelsinger tragedy 

– Financial statements of investors then became law.

http://www.drugstudy.md/resource6.html
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Research Errors

● Tuskegee Syphilis Study 

● Government sponsored human radiation experiments

● German physicians war crimes

● Jewish Chronic Disease Hospital study 

● Willowbrook School Study

● University of Rochester phase one trial

● Johns Hopkins phase one trial

http://www.drugstudy.md/resource6.html

Research Protections

● Nuremberg Code

– Voluntary consent 

– Avoid unnecessary suffering and injury

– Risk should not exceed importance of problem to be solved

● Belmont Report 

– Respect for person

– Beneficence (the doing of good)

– Justice

● Common Rule/FDA Rule

– Offers basic protections to human subjects involved in research

Sexual Harassment, Really?

● Students report resident “acted inappropriately toward 
them”

– Paged them regarding non-work-related matters and gave them 
personal notes

– Made inappropriate comments to a medical student about her 
dress, hair, make-up, an smile and wrote her a personal letter 
that he hoped to discuss after she told him she had no interest 
in any such discussions

● Resident suspended during investigation and later found 
to have acted unprofessionally, received probation 
subject to counseling requirement and told not to do it 
again

DerSarkissian v West Virginia University, 332 Fed. Appx. 113, 2009 WL 144417 (C.A.4 (W.Va.) 
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Sexual Harassment, Really? (cont)

● During probation period, Resident had delivered a 
diamond necklace to one of the same medical students 
who initially complained about his inappropriate 
behavior

● Resident’s appointment terminated

● He sued and lost

Sexual Harassment Defined

● Unwelcome sexual advances, requests for sexual 
favors, and other verbal or physical conduct of a sexual 
nature constitute actual harassment when:

– Mede either explicitly or implicitly a term or condition of 
employment

– Used as the basis for employment decisions

– Interferes with an individual’s work performance or creates an 
intimidating, hostile, or offensive working environment

● EEOC 1980 Guidelines on Sexual Harassment

Two Kinds of Sexual Harassment

● Quid pro quo harassment

– Employment in exchange for sexual favors OR

– Adverse employment decision based on rejection of sexual 
advances

● Hostile work environment

– Recipient’s reasonable perceptions are the test

● Verbal – No inappropriate jokes or innuendos

● Electronic/Paper – No offensive images
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What do you do if you’re feeling harassed?

● Loyola University Chicago is committed to maintaining an environment that 
respects the dignity of all individuals.  Accordingly, the Stritch School of 
Medicine does not tolerate mistreatment by or of its students, faculty, and 
staff.  These procedures encourage medical students who believe they 
were mistreated to bring the conduct to the attention of appropriate 
individuals within the school.  Mistreatment comes in many forms, including 
sexual and verbal abuse, discrimination, and harassment (sexual and 
otherwise).  All complaints are taken seriously and attempts are made to 
respect confidentiality, although this may not be fully feasible given the 
need to conduct a thorough investigation and take corrective action.

– Loyola administrators, faculty, and officials should bring a student’s complaint of 
sexual harassment to the attention of the Associate Dean for Student Affairs, as 
the designated school investigator. 

– STRITCH SCHOOL OF MEDICINE ACADEMIC POLICY MANUAL 
http://www.stritch.luc.edu/lumen/MedEd/softchalkhdht/FacultyDevelopmentAdvisorProgram/
July%202010%20RevisioncopyMASTER_May2009.doc :
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Wrap Up

● Conclusions

– Understand the HIPAA rules and follow them

– Be “sensitive” to “sensitive information” and act 
appropriately

– Respect a research subject’s rights to consent to 
research and related information disclosures

– Recognize sexual harassment and report

● Questions?


